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The activities of data processing
departments are divided into two basic
areas: (1) systems design and develop
ment; (2) installation operation. The
systems design and development group
is responsible for planning designing,
programming, testing, and document
ing a processing system. The opera
tions function involves use of the hard
ware and processing systems (and the
programs that form part of the system)
to receive input data from the groups
in which it originates, process that data
using the newly developed procedures,
and deliver the output to the appropri
ate users.
Systems Design and Development
The planning and development
group includes the activities of systems
design and analysis, which involve the
work of analyzing present methods
and processing applications, determin
ing processing objectives, and
developing or designing improved
systems to accomplish these objectives
using data-processing equipment and
techniques. The planning and develop
ment function also includes the ac
tivities of programming, which are
concerned with translating the defined
systems requirements and procedures
into logical sets of instructions for the
operation of data-processing equip
ment. Programming includes the
design of the logical flow of the pro
gram, the coding of the instructions to
carry out the program logic, and test
ing of the programs to insure that they
actually accomplish the objectives of
the application. Included within the
planning and the development func
tion is the responsibility for documen
tation, or the development of
standardized written information for
use in systems and program modifica
tion, training, and machine operation.
“Systems analysis and design is the
analysis of present methods, applica
tions, objectives, and all pertinent data
followed by the design of improved
systems using data processing equip
ment and techniques. The primary aim
of this function is to produce the op
timum solution for application needs:
the most economic solution consistent
with management and operating objec
tives, equipment capabilities, and per
sonnel resources.”1 Programming has
been defined as the “translation of
defined systems requirements and pro
cedures into a logical process and a set
of instructions for its operation on
data process-equipment.”2 Systems
design and programming represent
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two separate though related functions
in the data processing environment. In
some installations the same staff per
forms both functions, although in
many of the larger installations these
functions are performed by separate
staffs.
In some organizations the systemsdesign group does not report to the
computer installation but is attached
instead to the various using depart
ments for which the designs are being
developed. This occurs because of the
very strong need for the systems
analyst to develop a full, detailed
understanding of the information
function and the needs of the user
departments for which systems are
being designed. Regardless of the
organization position of the systems
development group — both the
analysts and the programmers — it is
important that those performing these
functions have full access to the infor
mation available in the user depart
ments and have the full cooperation of
those departments as they attempt to
study current procedures and design
new procedures. Without this full
knowledge of the information needs
and sources within an organization, it
is impossible to design a processing
system that will capture all data and

properly organize it for management
use.
The management of an organization
must clearly define and support the ob
jectives that a system is to accomplish.
It is impossible either to develop a
system or subsequently to evaluate it if
the objectives against which that
system is to be measured are unknown.
Proper control of the systems develop
ment procedure requires a formalized
review and management authorization
of each system before it is imple
mented. One of the controls in the
systems development process is ap
propriate authorization of the plan
and evidence of regular appraisal and
supervision of the progress of the
systems development project. An es
sential ingredient in efficient direction
of the development effort and
meaningful evaluation of its ac
complishments is adequate documen
tation of the manual procedures and
programmed procedures to be com
bined in the given data-processing
system or application. Evidence of
close supervision such as regular
progress reports, planning schedules,
and management review reports can be
used in making inferences about the
efficiency with which the development
procedure was carried out and, more
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FIGURE 1

The data control function.

important, the accuracy and adequacy
of the resulting system.
Data Processing Operations
The primary responsibility of the
management of the operations group is
to insure that all personnel in the
operations department do, in fact, per
form all procedures designated in the
systems design, and, further, that they
do not introduce any new procedures
nor change any prescribed procedures
without full authorization and review
of the change. There are a variety of
organizational approaches to arrang
ing the responsibilities and staff of the
operations department, but basically
there are five functional areas in
volved in successful data processing
operations: data control, data conver
sion, file control, computer operations,
and program library control.
The data control function, as shown
in Figure 1, is responsible for receiving
data from operating or information
generating departments, checking to
see that it is properly authorized data,
checking or establishing user-provided
batch controls, and returning com28/The Woman CPA

puted results to user departments after
having verified that reported results
balance to inputted control totals.
Sometimes this control group is in
volved in balancing intermediate
results, while at other times its ac
tivities are restricted to control of the
movement of data between the dataprocessing department and the rest of
the organization. The second func
tional area is that concerned with data
conversion. Most source data origi
nates in a form that is not readable to
the computer equipment, hence it is
necessary to go through some conver
sion function that involves not only the
transcribing process but many control
procedures designed to insure the ac
curacy of the transcribing process.
Often the work of the data conversion
group will be balanced against the user
controls accumulated by the data con
trol group, and these in turn can be
used to create subsequent processing
controls.
The third function, file protection
and control, involves selection of the
correct file and the correct generation

of that file for processing. It frequently
includes physical custody of the file
libraries. (This is an expansion of the
role of the tape libraries.) As files
become more integrated and move
toward development of an organiza
tion data base, many organizations are
expanding this function into an ac
tivity called data base management.
Data base management includes
responsibility for organization and
maintenance of the files and for defini
tion of the procedures by which these
files may be accessed and/or updated.
The computer operations function ac
tually operates the computer, using
programs and data obtained from the
other functional areas.
Occasionally the five functional
responsibilities discussed above are
performed by the same administrative
department. Frequently, however,
they represent separate staffs or
departments within the computer
center. The staff performing the con
trol function usually acts as a buffer
between the data-processing depart
ment and external departments. It has
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the prime responsibility for the initial
accuracy of the data introduced into
the data-processing department. This
is the function that should handle
receipt of source documents contain
ing original transaction data and that
should check to see that such transac
tions have been properly authorized
and correctly recorded in the original
form. This is the function that also
checks on the incoming batch totals
and record counts and that balances
them to the original source documents.
It is also the group that balances newly
converted machine-readable records
to the input controls.
In a sense, the work of the data con
version group is verified by the control
section. However, the data conversion
group supervision is still responsible

for insuring that prescribed pro
cedures are followed. In the case of
real-time systems, the actual recording
of a transaction in machine-readable
form may take place at a remote loca
tion (at a terminal) and be performed
by a member of a user department. In
this case the control group may have
the responsibility for establishing or
checking those controls that are ac
cumulated after the initial recording
process for subsequent balancing
activities.
Organization of the Data Processing
Staff
Depending upon the size of the
organization, all the activities within
the planning and development func
tion can be performed by the same in
dividual or can be performed by sepa

rate specialized staffs. In a similar
fashion, the operating function (which
represents the operation of the com
puter, the operation of peripheral sup
port equipment, the preparation of in
put data, and the management of the
installation data files) can be per
formed by the same person or a small
group in a small organization or by
many different individuals, each han
dling one of these specialized ac
tivities, in an organization large
enough to provide for specialization of
the various skills required. Figure 2
illustrates the way in which the staffing
of a data-processing organization can
vary, depending upon the size of the
installation. For the very small
organization with only a few in
dividuals, each person performs a
April, 1979/29
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Control

number of functions for the installa
tion. For the large installation, the
duties for each individual are much
more specialized and less all-encom
passing. As the number of individuals
in an installation grows, it becomes
necessary formally to organize the staff
to facilitate both its management and
the accomplishment of the objectives
established for it by the organization.
There are basically three general
patterns of organization: the func
tional organization, the grouped func
tional organization, and the staff-line
organization. These three patterns are
illustrated by Figures 3, 4, and 5. In
the functional organization the staff is
organized by skill or function. This ap
proach is frequently found in fairly un
complicated small to medium-sized
data processing operations with fairly
stable and predictable work loads. The
grouped functional organization is es
sentially an extension of the functional
organization, in which the functions
are grouped by kind. This pattern
usually occurs in larger organizations
in which an increase in the complexity
of the processing being done or an in
crease in the degree of programming
change and adaptation requires a
greater degree of formalized coordina
tion along with increased managerial
attention.
In the third general pattern of
organization, the staff-line organiza
tion, staff and line functions are
segregated. The staff functions usually
consist of planning, development, con
trol, and administrative services, while
the line functions generally include
programming, systems analysis, and
machine operations. The staff func
tions are organized essentially to pro
vide support services to the manage
ment of the data processing installa
tion and to the line activities. This
form of organization is particularly
efficient for an installation that must
function in an environment of rapid
change and that needs to respond
quickly to frequent demands for
changes in programming and opera
tion procedures.
Any of these three basic patterns or
organization (or variation of them)
represent acceptable and potentially
efficient organization of the installa
tion personnel. Usually the choice of
an organizational pattern is influenced
by the environment in which the in
stallation exists, the general attitude of
management, the size of the installa
tion, and the stage of development of

FIGURE 5

Staff/line organization.
(Courtesy of International Business Machines Corporation)

the installation. Frequently the pattern
of organization will evolve over time,
in response to changes in the environ
ment in which the installation oper
ates. The particular form or pattern or
organization is less important than the
degree to which the installation man
agement provides for proper exercise
of control and protection of the infor
mation processed by the installation.
An appropriate separation of respon
sibilities occurs when the individuals
who have physical control of assets are
not the same individuals who have
responsibility for the financial records,
and when provision is made for a
series of checks and balances that
makes fraudulent use of the accounting
data more difficult and furnishes an
automatic routine review process that
can help discover unintentional errors.
In a data-processing installation this
concept of separation of respon
sibilities translates into an approach by
which the operators who have physical
control of the data do not participate
in the planning and development pro
cess that in effect establishes and

directs the record-keeping procedures.
The control group as an independent
third party checks on the results pro
duced by the operational activities,
using the control facilities built into
the system by the development group
to balance the data results obtained to
the criteria supplied by the users of the
data-processing installation. Although
the data and file control groups have
access to the data, they should not
have access to the programs, they must
depend on the operators to process the
data, and they must answer to the users
who are external to the installation.
While the separation between the plan
ning-development group, the opera
tions group, and the control group may
not be possible in an extremely small
installation, it is a highly desirable
minimum grouping and should be im
plemented wherever possible.
If an installation is of sufficient size,
further division can take place within
each of the three groups. Separation of
the systems analysis and design func
tion from the programming activities
provides a greater degree of indepenApril, 1979/31
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occurrences, if he is familiar with the
computer system and its supporting
software, has a detailed knowledge of
the programs and files, and has ade
quate unsupervised time at the com
puter. At the same time, a good pro
grammer with access to the computer
and knowledge of the files has a similar
opportunity. Collusion between an
operator and a programmer could in
crease the possibilities of detailed
knowledge of program and access to
the computer. Installation manage
ment, therefore, must continually
guard against such possibilities. A con
tinuing effort should be made to insure
that the users of data-processing re
ports continually verify their accuracy
and usefulness, that the control of
physical assets be maintained sepa
rately from the record-keeping pro
cess, and that, wherever possible,
responsibilities within the data-pro
cessing department be segregated in
such a way as to minimize the oppor
tunities for fraudulent manipulation.

SYNOPTIC provides the best of 2 worlds. Massive time and cost reductions
and potentially larger clients’ fees by offering them operating reports in
greater frequency. This can expedite their detection and control of runaway
costs in our inflation plagued economy.
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dence. Similarly, within the operations
area a separation of machine operators
from data librarians and program
libraries also provides a greater degree
of independence and control then ex
ists when the operator himself has ac
cess to program and data libraries as
well as to the computer.
Assignment of responsibility for
program maintenance to a separate
group can also provide insurance
against unauthorized changes or access
to the operating programs. Such a
32/The Woman CPA

group can physically control all copies
of operational programs. Further, they
can prevent additions or changes to
operating programs without for
malized authorization.
Deliberate attempts to use data-pro
cessing equipment to perpetrate fraud
are sometimes difficult to control.
Most will agree that a knowledgeable
intelligent operator can probably
manipulate data in a manner that
could overcome the program controls
and supervisory efforts to prevent such

1Organizing the Data Processing Installation,
IBM Manual No. C2O-1622 (New York: Inter
national Business Machines, 1965), p. 5
Reprinted by permission from Organizing the
Data Processing Installation. Copyright 1965
by International Business Machines Corpora
tion.
2Organizing the Data Processing Installation,
p. 6.

